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The Gist

• A Reliability Assessment Model (RAM) for DL classifiers
• First RAM explicitly considers the Operational Profile (OP) Info and 

Robustness evidence. 

• Why OP and robustness evidence matter?
• Software reliability is a user-centric property [20].
• DL is known to be unrobust.

• Yielding reliability claims on pmi, e.g., confidence bounds, mean, 
variance, etc.
• pmi: probability of misclassification per random input (e.g., image)



Preliminaries

• Assessing the delivered software reliability [20]
• model the end-users’ behaviours – OP [21]
• defined by a probabilistic metric

• pmi: probability of misclassification per random input 

• DL robustness
• Prediction of the DL model is invariant against small perturbations.
• Probabilistic robustness definition [26,27]



The RAM (omitting details, cf. the paper)

• Step 1: Partition the input space
• Rule: cell size < r-separation [28]
• The running example: 250*250, 0.04<0.04013

• Step 2: Approximation the OP
• Estimate the PDF over the input domain
• Kernel Density Estimation (KDE)

• Step 3: Cell robustness (to GTL) evaluation
• 3rd party robustness estimators, e.g., [26,27]

• Step 4: “Assemble” cell-wise estimates for reliability



Experiments

• 5 Datasets:
• 3 synthesized 2D datasets
• MNIST, Cifar10
• Testing accuracy, average cell robustness, our reliability claims;

• Scalability issues by “the curse of dimensionality”
• input pixel space -> latent feature space
• all cells -> top k cells
• More efficient (multivariate) KDE and robustness estimators



Discussion

• Discussions on 6 assumptions of our RAM.
• 5 inherent difficulties of assessing reliability for DL, revealed by our RAM:

• How to accurately build the OP in the high-dimensional input space with relatively 
sparse data?

• How to build an accurate oracle, e.g., by  leveraging the existing human-labels in the 
training dataset?

• What is the local distribution (conditional OP) over a small input region that captures 
the natural variations of physical conditions?

• How to efficiently evaluate the robustness of a small region given AEs are rare 
events?

• How to sample small regions from a large population (high-dimensional space) to 
test robustness in an unbiased and efficient way?



Conclusion

• A conceptualized equation:

• How well it generalises to a new data-point, according to the future OP.
• How good the local robustness is, around the new data-point.

• Our RAM advances in this research direction
• First RAM for DL software that explicitly considers the OP and robustness
• Preliminary/compromised solutions for scalability issues (for high-dimensional data)
• Revealed inherent difficulties of DL reliability assessment 



Thank you for your attention

• Questions? (xingyu.zhao@liverpool.ac.uk)
• SOLITUDE project (https://github.com/Solitude-SAMR)

• An improved version of the RAM
• Probability safety arguments based on the RAM
• A case study based on simulated AUVs.
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